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xn no4cn
IIttg ph6 sg c6 an toin thdng tin m4ng

trong hogt tlQng cfia Vin phdng UBND tinh

1. Ph4m vi tliiiu chinh

Kt5 hoach quy clinh vC rmg ph6 sg c6 an toirn th6ng tin m?ng (ATTT) trong

hopt clQng irng dpng c6ng nghe thdng tin cria c6c phdng, ban, don vi thuQc Vdn

phdng UBND tinh Hmg YCn.

2.D6ituqng 6p dgng

C6c phong, ban, dcrn vf thuQc Vdn phdng UBND tinh; c6n bQ, c6ng chfc,
vi6n chirc, ngudi lao dQng thuQc Vdn phong UBND tinh v}r t6 chirc, c6 nhdn

kh6c 1i6n quan.

3. Nguy6n tic, phuong chim ring ph6 sg c5

Phdn nh6m sU cO an todn th6ng tin (ATTT) mang d6p ring c6c ti6u chi sau:

HQ th6ng thdng tin cAn irng ph6 khi bi mQt trong c6c sg c'5 sau:

- Hq th6ng b! gi6n doan dich vu.

- Dfr liqu thu0c danh mpc bi mat nhd nudc co khi nSng bi tict lo.

- Dt liQu quan trgng cua hQ thdng kh6ng dim b6o tinh todn vgn vir kh6ng

c6 khi ndng kh6i phpc dugc.

- Hp th6ng bi m6t quyAn diAu khi6n.

- SU cd co kh6 ndng xiy ra tr€n diQn rQng ho{c gdy ra c:6c 6nh hudng ddy

chuydn.

- Chu qu6n hQ th6ng thOng tin kh6ng dri kha ndng ki6m so6t, xir ly tlugc sU

co.

4. Ddnh gi6 cilcnguy co' sF c5 an toirn th6ng tin m4ng;

a) D6nh gi6 hiQn tr4ng vd kh6 ndng dim b6o ATTT mAng oiua ctrc hQ th6ng

th6ng tin vir c6c ddi tuong cdn b6o vQ.

b) D6nh gi6, dg b6o nguy co,.sg c6, t6n c6ng m?ng c6 ttr6 x6y ra v6i c6c he
.i,

thong thdng tin vlr c6c d6i tugng c6n bio vQ.

c) DAnh gi6, dg b6o clchfu qu6, thiQt hpi, t6c dQng c6 ttr6 c6 n6u xhrasg c6.

d) D6nh gi5 vA !i?nJttng nhugnq tiQn, trang thi6tbf, c6ng tu.hq Tq'$11
lgc, vflt lyc phlrc vU ddi pho, ring cr?u, kh8c phUc sp c6 (bao g'6m cd nhd thdu dd

lry hqp d6ng cung cdp dich vu nAu c6)'



5. Phuong 6n tltii ph6o rfrng cri'u Otii vOt mQt s5 tinh huiing srp c6 cg th6

OOi vOi m5i frg th6ng th6ng tin, chuong trinh, ung dpng, cdn xdy dgng tinh
hu6ng, kich bAn su'c6 .uine uu d*u ra phuong 6n d6i ph6, irng criu sy c5 tucrng

ring. Trong phuong 6n ddi ph6, img ciru sU c6 .Afft mAng phni dflt ra c6c ti6u

chi dO c6 th6 nhanh ch6ng x6c ttfnh dugc tinh ch6t, mirc dQ nghi€m trgng cira sg
A tt. r rr.A ^ 

-r t '
c6 khi xhy ra. ViQc xOy dgng phuong 6n d6i ph6, irng ciru sg cO ATTT m?ng

c6n d6m b6o c6c nQi dung sau:

. 
a) Phuong phlpl c6ch thric dti x6c dfnh nhanf gh6.ne, kfp thdi.nguy€n nhan,

ngudn g6c sg c6 nhdm 6p dr,rng phuong 6n d6i ph6, ring ciru, khdc phUc sy c6

phu hqp.
A.- Su c6 do bi tdn c6ng m?ng.

:
- Su c6 do l5i hQ th6ng, thitft bi, phAn m6m, hp tAng k! thuQt hopc do l6i

dudng diQn, dudng truyOn, hosting, ...
A r ri. ^ r r--1- 1-4- Su co do l6i cria ngudi qu6n tri, vfn hdnh hQ th6ng.

- Su c6 1i6n quan d6n c6c thim hga tg nhi6n nhu b6o, h,rt, dQng d6t, h6a

hopn,...

b).Phuong 6n d6i ph6, irng ciru, khic phUc sg cO d6i v,ii mQt hoac nhi6u

tinh hu6ng sau:

* Tinh hu6ng t,; 16 do bi tan c6ng mqng:

^A- TAn c6ng tu ch6i dich vU;

- Tdn cdng gi6 mpo;

-(- Tdn c0ng sri dqng md dQc;

- TAn c6ng truy cpp tr6i ph6p, chi6m quydn di€u khi6n;

^l ^ ,1 +L. . l:^- I an cong tnay ool glao ol9n;

- T6n c6ng m6 hoa phAn m6m, dir liQu, thi6t bi;

^A ^ 1 , | . ,l ^ ,'- Tdn c6ng ph6 hoai th6ng tin, dfi'liQu, phdn m6m;

- T6n c6ng nghe trQm, gi6'n diQp,I6y cip th6ng tin, dir liqu;

^A , A, t lI i--\
- TAn c6ng tdng hqp s[r dgng k6t harp nhi6u hinh thfc;

- Cftchinh thric t6n c6ng mAng kh6c.

* Tinh hu6ng ,,t 
"6 

do l6t cila hQ th6ng, thidt bi, phdn *i*, hq tdng ki
thuQt:

i'- Sg c6 ngudn diqn;

- Su cti dudng tet nOi m?ng internet;

- Sr,r cti do l5i phAn m6m, phAn.fng, fing dpng cua hq thOng th6ng tin;
,

- SU cO li6n quan dt5n qu6 di h9 th6ng;
A r, ,- Su co khac do l5i cua hQ th6ng, thi6t bi, phan m6ttr, h4 tAng k! thupt.



* T?nh hu6ng *t 16 do tdt cila ngudi qudn tr!, vQn hdnh hQ thring:

-i. ' A r\ r,--i-l^^,- LOi trong cflp nhpt, thay d6i, cdu hinh ph6n cfng;

- Ldi trong c4p nh4t, thay d6i, c6u hinh phAn mdm;

- L6i lien quan d6n chinh s5ch vir tht tpc an todn th6ng tirr;

- LOi li6n quan d6n viqc dring dich vu vi lj'do bat buQc;

- LOi kh6c li6n quan d6n ngudi quin trf, vQn hdnh hQ thdnlg.

* Tinh hu6ng tr,t 
"6 

li€n quan ddn cdc thdm hqa tU nhi€n nha bdo, htt, dQng
tI. 7dot, noq noan, ...

c) COng t6c t6 chirc, ili6u hdnh, phOi lrqp, gitu c6c lgc lugng, gita c5c t6

chirc trong d6i ph6, ngdn ch{n, fng criu, khdc phUc sr,r c6.

d) Phuong 6n vA nhdn lpc trang thi6t bi, phAn mCm, phuong tiQn, cOng cp,

vd.dU ki6n.kinh phi dO thUc hiQn, d6i ph6, irng cuu, xu ly d6i vdi tung tinh
hu6ng sg c6 cp th6.

6.Quy trinh rlng crfru sg c6 an toin th6ng tin m4ng

- DOi v6i sy c5 an toirn thdng tin mpng th6ng thucrng: C6n b0 chuy6n tr6ch

an tobn th6ng tin ctra V6n phong UBND tinh (thuQc Trung tdrn Th6ng tin - HQi

ngh! tinh) co th6 tg tri6n khai xu ly sU cd theo c6c vdn b6n hu6ng d6n quy dinh

tel quy6t dinh 05/2017lQD-TTg ngdy 1610312017 v6 ban hirnh quy dinh uC n9

th6ng phuong 6n ring criu khAn c6p b6o dim an toirn th6ng tin m4ng. qu6c.gia vir

Th6ngtu tO ZO|ZO\TITT-BTTTT ngdy LZlglz\l7 vA quy dinh vC AiAu ph6i, ring

ciru sg c5 an todn thdng tin mpng tr6n toirn qu6c.

- E6i v6i sq cO an toirn th$ng tin m4ng nghi€m trqng khOng tU xy ly dugc,

c6n b0 chuy€n tr6ch an tohn thOng tin cira Vdn phong UBND tinh phoi hqp voi

So Th6ng tin vd Truydn thOng, dQi ung ciru sg c6 cria tinh xu ly sU c6 vd gui vdn

ban dA ngfri rU h6.trg ci,a circ don v! quAn li ISP vh Cpc An toirn th6ng tin (BQ

Th6ng tin vir Truydn th6ng).
*Quy trinh rlng crfru sg c5 an toin th6ng tin m4ng nghiGm trqng bao

Itg6m c6c bu'6c nhu sau:

Tha nhdt, ph6t hiQn ho[c tiifp nhpn s,,r c6: C6n b0 chuy6n tr6ch vd an todn

th6ng tin cira Vdn phong UBND tinh (thuQc Trung t6m Th()ng tin - HQi nghi

tinh) chiu tr6ch nhiQm ti6p nhdn thOng tin hoflc li€n tpc theo d6i, ph6t hiQn c6c
,'

t6n c6ng, sg c5 OOi vOi hQ th6ng minh dugc giao quAn ly, vpn hdnh qua c6c

phucrng thric: Email, dipn thoai, c6ng vdn...

Tha hai,b6o c6o Ldnh d4o Vdn phdng UBND tinh, xin y ki6n chi dpo

Ngiy sau khi phdn lo4i dugc sq c6, c6n b0 chuydn tr6ch rrd an todn th6ng

tin co tiacn nhiQm b6o c6o Ldnh d4o Vdn phdng UBND tinh dO xem x6t loai sq

;5 ; n v ifr." 
'e6i 

toqng sd ti6n hinh ph^6n .Onq cho cdc thdnh vi€n trong tO

chuy€n tr6ch ring.cuu s,,r c6 vir b6o c6o cho D6i ung cuu slr,r c6 cta tinh, Sd

Thdng tin vh TruyOn th6ng.



Th{r ba, x6c minh vir phdn lopi sg c5: c6n bQ chuy6n tr6ch vd an todn th6ng
tin ho{c don vi tu v6n tri6n khai titin hdnh x6c minh sg c5 g6m c6c th6ng tin nhu
sau: tinh tr4ng (SU c6 gE x6y ra; sU cti dang xdy ra; sg c6 dd xhy ra); mirc.d0 (SU

c6.nghi€m ttq?g; sg cti binir thuong); pham vi (sg c5 co diQn rQng; sy cO m?ng

m6y tinh; sg cO mQt m6y tinh); dia di6m xhy ra sg c0.

Sau khi x6c minh dugc sy c6, c6n bQ chuy€n trhch ud an toirn thdng tin
hoflc dcrn vi tu v6n,.tritin khai c6 trdchnhiem phin lopi.c6c sg c6 theo hinh thric
nhu sau: sU c6 vA t6n c6ng thay d6i giao dien; sU c5 vA t6n c6ng lira.d6o; sy c9

).,i 1',,, - ;
v€ tdn c6ng ph6t t6n md dQc; sg c6 v€ tdn c6ng tu chdi dich vU; sy c6 c6 ydu t6
nudc ngodi; sg c6 tAn c6ng kh6c.

Thw tu,thu thAp th6ng tin phpc vq phdn tich sy c6

. Cin bQ chuy€n tr6ch ,rd an todn th6ng tin hoac clcrn vi tu v6n, triiSn khai
phOi hq'p c6c don vi li€n quan ti6n hdnh thu thap c6c th6ng tin:

+ Th6ng tin vd dau mOi li€n h0.

+ Thu thpp th6ng tin hQ th6ng.

+ Thu thpp chirc ndng ctra hp th6ng.

+ Thu thQp c6u hinh cria hp th6ng.

+ Thu thpp chring cf.
+ Thu thap bQ nh6.

+ Thu thpp trpng th6i network vlr c6c k6t n6i.

+ Thu thpp titin trinh dang chAy.

+ Thu th4p hard drive media.

+ Thu thap Log file...

Thu ndm, phdn tich sg c6

C6n b0 chuy€n tr6ch vd an todn th6ng tin ho[c tlon vi tu vdn, tri6n khai ti6n
hdnh phdn tich sy c6, bao g6m c6c th6ng tin sau:

+ Phdn tich ddng thdi gian.

+ Thdi gian b! sira d6i, truy cip, t4o ho{c thay d6i.

+ Thdi gian thr,rc hiQn c6c cpp nhpt 16n d6i v6i hQ thtSng.

+ Thdi di6m mi hQ thting sir dpng lAn cu5i ctrng.

+ Phdn tich dir li0u.

+ Ki6m tra sp thay ddi c6u hinh.

+ Kii5m tra hQ th6ng tap tin co bi md ctQc.

+ Ki6m tratQp tin Internet history vir c6c tap tin history kh6c.

+ Kitim tra Registry va ti6n trinh.
+ Quan s6t chc tpp tin, ti6n trinh lirc khoi dQng.

+ Phdn tich log file.

Thu sdu, xu ly sU c5 giim: C6n b0 chuy6n tr6ch uA an todn th6ng tin. ho{ct ' A ' 1en nrai tiSn hdnh xu ly sy cO g6m c6c bu6c: gd b6 su c6; x6cClonvltuvan,tnenKnaluennan _,xr.r rr.,
rlfnh vd gd bo backdoors; phdn tich vd ki6m tra 16 h6ng sau khi thpc hiQn c6c



bin v6 t5l; t<trOi phUc dir liqu; thu thQp circ tQp tin, hinh 6nh, ernail... bi x6a, thoi

gian bf x6a; tim ki6m circ tQp tin kh6ng th6 kh6i phuc; kh6i phpc c\c tQp tin phu

hQrp.

Th* bdy, t$ng hgp b6o c5o: c5n b0 chuy€n tr6ch an todn th6ng tinho{c don

vi tu ua;1., ti6"f.ft"ai tien hdnh t6ng hqp ket que phdn tich vir bdo c5o k6t qui v6i

16nh dao V6n phong UBND tinh, trong aO rnO ti chi ti(:t cilc bu'6c thgc hiQn, gitti

ph6p xtr ly sp c6, t tSt qua khdc phUc hiQn tpi. Hqp phdn tich nguy€n nhan, rut

lintr,ngni6. itone hopt dQng *n iy sg t6 vd dA xu6t biQn ph6p ung dpng cho c6c

sg c6 tuong tu.

Tha tdm,ktit thirc luu hO so: Todn bQ c6c hd so trong qu6 trinh xri !Y sU c9

dugc luu trft phUc vg c6c hopt dQng qu6n li' vd theo d6i dfn]r 1$; Luu h6. scv, tdi

liQu luu trft; xdy dpng, clirc rut caclai hqc, kinh nghiQm; dA xu6t c6c kitin nghf

u6 ry thuft, chinh s6ch d6 han ch6 thiet h?i khi xiy ra circ tdn c()ng tuong tg.

7. C6c nQi dung, nhiQm vU cU th6 cin tri6n khai nhim.phdng ngla sqr

c6, eam nat.A. Aii,i kiQn sin rang ri,ng ph6, khic phqc t,l cii

a) ctrcnQi dung nhim ph6t hiQn scym vd phdng ngria sy c6

- Thuc hiQn nghi€m c6ng titc gitms6t, ph6t hien scrm ngu)'ccr sup d6.

- Ki6m tra, d6nh gi6 ATTT mAng vlr rir qu6t, b6c gd, phin tich, xri lj'md dQc'

- Phong ngria sy c6, qu6n li rui ro; nghien ctiu, phan ticlq x6c minh, c6rnh

b6o sp .0, r.Ii t6 arrr m?ng, phAn mA- dQc hai'

- Xdy dung, 6p dpng quy trinh' quy,di.,nh, ti6u chuAn v6 ATTT; tuy€n

truy6n, ndng cao nhdn thirc v6 nguy co, sU c6 t6n c6ng mang'

!) Cac nQi dung nhim dim b6o c6c diAu kien sin sdng ung pho, kh6c phuc

su co

- Trang bi, ndng cAp thitit bf, c6ng cg, phucrng tiQn, gia h*n b6n quy6n ph6n

mdm phuc vp viQc img cr?u, kh6c phUc sg c6'

- ThuO dlch vu dim bAo ATTT, chuAn bi c6c ngudn luc sin sang d6 i'ng

pho, khic phuc khi sg cO xAY ra.

- Tham gia c6cl,rp tap hu6n, c6c hoat dong ctra mpng lu6i irng ciru sg c6'

8. Td chrfrc thgc hiQn

a) Trung tim Thdng tin - HQi nghi tinh

- Lir don vf chu tri, ph6i.hqp v6i c6c phdng' don vf

khai thuc hi6n c6c nQi dung vO irng cuu sg c6'
thuQc Vdn Phong tri6n

- Ld dAu moi, tO chric thUc hiqn viQc ti6p nhQn vir xtr ly cttc sy c6 vC ettt
m?ng trong ho4t dQng ctra co quan.

- chtr tri, ph5i hqp v6i c6c phdng, don vf thuQc v6n phdnrg tii5n hdnh ki6m

tra c6ng tfc dim b6o ATTT mpng aiifr fcl'hdng nim hoAc the'o hu6ng din cria

co quan chuy6n m6n.



, - X?ry dUr.rg c6c nQi dung thgc hiQn irng ciru, 
^y 

li, ngdn ch{n, kndc phpc sr,r

cd vio c6c K6 ho4ch ve dam bio ATTT mpng, K6 hoach img dpng c6ng nghe

thdng tin.

b) Phdng Hirnh chinh - Qufln tri
Tham muu nQi dung dg phong kinh phi, nhdn lyc, vft lgc thulng tryc sin

sdng ring ciru sg c6.

c) Tr6ch nhiQm cfra c6c phdng, ban, clon vi thuQc Vin phdng UBND tinh

- Quan tdm, chri trgng d6n c6ng t6c d6m b6o ATTT mpng cho hO th6ng

thOng tin t4i phdng, ban, dcrn vi minh.

- Chtr dQng cdi dat phAn mAm diqt virus, tudng hia cho hQ th6ng m6y tinh,

hp th6ng m?ng, hQ th6ng th6ng tin t4i phdng, don vi minh.

- Ph6i hqp v6i Trung tdm Th6ng tin - HQi nghi tinh vir c6c don vi li€n quan

thgc hiQn c6ng t6c ring pho sg c6 Attt m?ng tpi phdng, ban, clon vi minh.

Tr€n diy ld Kti hoach phOi trqp ring ph6 sU c5 an todn th6ng tin mpng trong

ho4t dQng ctra V6n phdng ia^ ZOLZ. YCu cAu c6c phdng, ban., don vi tri6n khai

thpc hiQn theo dirng K6 hopch./.

Noi nhfin:
- Lenh cl4o Vdn phdng UBND titth;
- 56'Th6ng tin vd TruyOn th6ng;
- C6c phong, ban, don vi thuQc Vdn phdng UBND
tinh;
- Luu: VT. TTHN.

Trdn Vin Thing

KT. CHANH VAN PHONG
PHO CUANN V,iN PHONG
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